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Huawei ‘failed to improve UK security standards’
Huawei are being accused of not taking security seriously enough.
A report by GCHQ’s National Cyber Security Centre (NCSC) said that
there has been no significant shift in the security practices by the
Chinese telecom in light of previously highlighted vulnerabilities.
The report details poor coding practices and evidence of employees
not following Huawei’s own guidelines. Huawei will have limited
involvement in the UKs 5G network but will still be providing some of
the older mobile and broadband infrastructure. Read more here>

US election 2020: ‘Why I bought a voting
machine on eBay’

There is a great deal of concern regarding the security of the
upcoming Presidential election in the US. And while nation states are
levering their resources (on both sides), there are also smaller grass
root efforts to ensure a fair election on the 3rd of November. “Election
Cyber Surge” is a volunteer group of cyber-security experts offering
their knowledge and services to local election officials. Read more
here>

REvil ransomware deposits $1 million in hacker
recruitment drive

The team behind the REvil/Sodinokibi ransomware are looking to
recruit affiliates. The developers of the malware do not actually
attempt to infect anyone with it. Instead, they outsource that to
affiliates who then seek out victims via phishing, drive-by downloads,
etc. To show the scale of their operations, they deposited 99 Bitcoin
(£812,000 at today’s prices) into the wallet hosted for them on a
hacker forum. Their post lists some of the skills they are looking for in
affiliates. Read more here>

Google is creating a special Android security
team to find bugs in sensitive apps

Like many major tech companies, Google have a bug bounty program
that provides rewards to researchers who find (and responsibly
disclose) issues with their products. They already expanded their
program to cover third-party apps on the Google Play Store (that
have at least 100 million users), but now they are going even further.
They are hiring positions for a new team that will look for security
holes in “sensitive” apps, apps that are of critical importance but may
not have the requisite number of users. Read more here>

Blackbaud: Bank details and passwords at risk in
giant charities hack

Blackbaud are facing harsh criticism at the moment. Their services are
used to collect donations and are relied upon by many large charities
and universities. They suffered a ransomware attack in May, for which
they paid the ransom. However, when they disclosed the incident
in July, they said that payment details were never disclosed, which
later had to be recanted. It turns out that some payment details were
stored unencrypted and could have been obtained. Read more here>

Top Alexa Sites Infected With Malicious
Coinminers and Web Skimmer

Security researchers at Palo Alto Networks have discovered malicious
activity that impacted 4 out of the top 10,000 sites (according to
Alexa rankings). Attackers had managed to put their content on the
high-profile sites, which included cryptocurrency mining and credit
card skimming scripts. Read more here>

